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Student at Graz University of Technology r
System Analyst at BearingPoint **

_inux experience of about 6 years
Dreviously HW/SW-Developer and SysAdmin ~f
ikes to play Basketball &




HOW I GOT INTO MY
SPORTS COURSES?
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WHAT HAPPENED
AFTER?
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WHY EVEN COLLECT
METRICS?
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PROVIDE SYSTEM HEALTH
OVERVIEW

e View uptime and status

o Explore usage stats (CPU, RAM, Disk |/O etc.)
e Examine Package update status

e Verify network health



AVOID DISASTERS

Monitor critical processes and jobs
o View disk usage
e Check backup status




PREVENT DISK FAILURE

e Observe S.M.A.R.T results
e Track temperatures




COLLECT IOT DATA

e GatherloT sensor readings
e Probe webserver status




WHAT IS TELEGRAF?

e Free Open Source Software
e Metrics Agent

e Written in Go

e Plugin-driven



WHY WOULD YOU
WANT TO USE IT?

e Single binary

e Minimal memory footprint
e High flexibility

o Straightforward setup



HOW CAN IT BE
DEPLOYED?

e Binary

e Ansible role

e Docker container

o Kubernetes deployment



LET'S SEE SOME
EXAMPLES!



BASIC CONFIGURATION

telegraf --input-filter cpu --output-filter influxdb config

[global_tags]
host = "rpi"

[agent]
interval = "10s"

# OUTPUTS
[[outputs.influxdb]]
url = "http://localhost:8086"

database = "telegraf"

# INPUTS

[[inputs.cpu]]
percpu = true
totalcpu = false




PLUGIN CONFIGURATION

Memory SNMP Docker

Process

- transform
- decorate
- filter

Aggregate
- transform
- decorate
- filter

InfluxDB File Kafka




INPUT PLUGINS

e Sensors (lm_sensors)
e SM.A.R.T.

e HT TP response

e X.509 Certificate

e Wireguard

e Minecraft scoreboard
e YouTube



EXAMPLE INPUT PLUGINS

[[inputs.directory_monitor]]

[[inputs.file]]
files = ["/tmp/metrics.out"]
data_format = "csv"

[[inputs.tail]]
files = ["/var/log/*/*.log"]

[[inputs.exec]]
commands = ["/tmp/test.sh", "/usr/bin/mycollector --foo=bar",
"/tmp/collect_*.sh"]

data_format = "json"




EVEN MORE INPUT PLUGINS

e Octoprint API

e OpenWeatherMap

e PostgreSQL/MySQL queries
e Proxmox API

e MQTT Consumer

e Octoprint API

e CS:GO server statistics

e Many more ...



AGGREGATOR AND
PROCESSOR PLUGINS




OUTPUT PLUGINS

e InfluxDB

o Exec

e File

e Prometheus

e MQTT Producer



DOCKER COMPOSE SETUP

telegraf:
image: telegraf:1.18-alpine
links:
- influxdb:influxdb
environment:
HOST_NAME: "telegraf"
INFLUXDB_HOST: "influxdb"
INFLUXDB_PORT: "8086"
DATABASE: "telegraf"
tty: true
volumes:
- /var/run/docker.sock:/var/run/docker.sock
privileged: true




DOCKER IMAGES

docker pull telegraf
docker pull telegraf:1.18

docker pull telegraf:1.18-alpine



DOCKER CONTAINER
MONITORING



DOCKER INPUT PLUGIN

[[inputs.docker]]
endpoint = "unix:///var/run/docker.sock"

gather_services = false

container_name_include
container_name_exclude

I
i
L

timeout = "5s"

docker_Tlabel include
docker label _exclude

1
i
—

perdevice = true

total = false




DASHBOARD SEARCH

Filter by:
Name / Description

Q docker

Data Source

All

Panel Type

All

Category

All

Collector

Telegraf

Sort By

Name

Share your dashboards
Sign up for a free Grafana Cloud
Account and share your creations

with the community.

=

AlexNAS Dashboard by thatfrenchkid96

Dashboard designed to monitor docker containers, NAS stats, Plex as well as some other things.

g INFLUXDB &9 TELEGRAF: INFLUXDB, HDDTEMP, SENSORS

Asterisk monitoring trunk by hapito

Monitoring trunks using the Grafana display system, sending telegraf data, storing influxdb...

€ INFLUXDB  E5 TELEGRAF

Docker by mateussouzaweb
by MateusSouzaWeb
& INFLUXDB 9 TELEGRAF

Docker Dashboard by ichasco
Docker Metrics with influx and Telegraf
& INFLUXDB &5 TELEGRAF: DOCKER

Docker Metrics per container by Julius Lisauskas

& INFLUXDB 5 TELEGRAF: DOCKER, INFLUXDB

Docker overview by maliqu
Fixed queries and added network metrics.
& INFLUXDB &9 TELEGRAF: DOCKER

Docker Rancher Monitoring by diceone
Little Dashboard for TIG Stack for Monitoring Docker Containers on Rancher
€ INFLUXDB 5 TELEGRAF

Docker swarm overview by nib
docker swarm overview using influxdb telegraf and docker plugin

Downloads: 342
Reviews: 0

Downloads: 448
Reviews: 0

Downloads: 208
Reviews: 0

Downloads: 2015
Reviews: 10

Downloads: 1985
Reviews: 0

Downloads: 1234
Reviews: 0

Downloads: 519
Reviews: 0

Downloads: 250

Reviews: 0




DOCKER DASHBOARD
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ENVIRONMENT VARIABLES

[global_tags]
user = "${USER}"

[[inputs.file]]
files = ["${METRICS FILE}"]
data_format = "${METRICS_FORMAT}"

[[outputs.influxdb]]
urls = ["${INFLUX_URL}"]
skip_database_creation = ${INFLUX_SKIP_DATABASE CREATION}
password = "${INFLUX_PASSWORD}"




LINUX SYSTEM
MONITORING




SYSTEM INPUT PLUGINS

[[inputs.cpu]]
percpu = true
totalcpu = true
fielddrop = ["time_x"]
[[inputs.disk]]
ignore_fs = ["tmpfs", "devtmpfs", "none", "is09660", "overlay", "aufs",
"squashfs"]
[[inputs.diskio]]
[[inputs.kernel]]
[[inputs.mem]]

[[inputs.swap]]

[[inputs.net]]
fieldpass = [ "bytesx" ]

[[inputs.netstat]]
[[inputs.processes]]

[[inputs.system]]




HOST OVERVIEW DASHBOARD

88 Host Dashboard -
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MORE DASHBOARDS

G Grafana Lol Grafana Products Open Source Learn Downloads Contact us Login

All dashboards » InfluxDB Linux Server Telegraf
InfluxDB Linux Server Telegraf by chemato Downloads: 971

%% DASHBOARD Reviews: 1

All'info Server Linux InfluxDB , Telegraf, Linux,

Last updated: a year ago
Add your review!
Start with Grafana Cloud and the new FREE tier. Includes 10K series Prometheus or Graphite Metrics and 50gb Loki Logs

Overview Revisions Reviews
Get this dashboard:
11912
I Copy ID to Clipboard
¢
Download JSON
How do | import this dashboard?

Dependencies:

e

Config Telegraf.conf path: /etc/telegraf/telegraf.conf GRAFANA 6.6.2

Z| GAUGE

= GRAPH

INPUT PLUGINS

INFLUXDB 1.0.0

Z SINGLESTAT




SIMULATING TOP
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MENTIONED RESOURCES

Telegraf -
elegraf -

elegraf -

- GitHub repository
- Downloads page
Plugin overview

InfluxDB and Telegraf integrations
TIG stack on Raspberry Pi
o TIG stack with Docker Compose


https://github.com/influxdata/telegraf
https://portal.influxdata.com/downloads/
https://docs.influxdata.com/telegraf/v1.18/plugins/
https://www.influxdata.com/products/integrations/
https://nwmichl.net/2020/07/14/telegraf-influxdb-grafana-on-raspberrypi-from-scratch/
https://github.com/totoroot/tig-stack

MENTIONED RESOURCES

e Grafana- Dashboard search

e Grafana - Docker dashboard by ‘ichasco’

e Grafana - Host overview dashboard by ‘ichasco’
e Grafana - Linux server dashboard by ‘Chema10’
e Grafana - Simulating top
e Telegraf MQTT integration - Video tutorial



https://grafana.com/grafana/dashboards?collector=Telegraf&dataSource=influxdb&pg=dashboards&search=docker
https://grafana.com/grafana/dashboards/10585
https://grafana.com/grafana/dashboards/10585
https://grafana.com/grafana/dashboards/11912
https://grafana.com/grafana/dashboards/3387
https://www.influxdata.com/integration/mqtt-monitoring/

ATTRIBUTIONS

Metrics - Photo by Luke Chesser on Unsplash
Hard disk - Photo by Denny Muiller on Unsplash
Container ship - Photo from VesselFinder

loT device - Espressif ESP32 Development Board -
Developer Edition by adafruit is licensed under
CCBY-NC-SA 2.0


https://unsplash.com/@lukechesser?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/metrics?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/@redaquamedia?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/hard-disk?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://www.vesselfinder.com/ship-photos/693046
https://www.flickr.com/photos/35434449@N08/29834681185
https://www.flickr.com/photos/35434449@N08
https://creativecommons.org/licenses/by-nc-sa/2.0/?ref=ccsearch&atype=rich

ATTRIBUTIONS

e reveal.js-HTML presentation framwork
e carbon-now - Source code images


https://revealjs.com/
https://carbon.now.sh/
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